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This document is the blue print for an economy whose digital currencies offer: 
 

• free transfers 

• unlimited scalability 

• irreversible transactions 

• anchoring to national fiat currencies  

• direct fiat to crypto exchange  

• a user experience that makes the digital currency invisible1 

 

They are embedded in an economy that connects a multitude of applications, services 

and communities with each other and with users from all over the globe. The economy 

will be based on cooperation and will favour transactions over speculation. It will also act 

as a funding mechanism for existing and future applications.  

TENDER documents:  

This document is one of a series that discuss the economy from different points of view.  

 

 

  
  

                                                        
1 Users should not feel as if they are working with a digital currency at all, but rather their own national fiat 
currency or their currency of choice.  

TENDER context paper 

Describes the current state 
of digital economies, the 
need for a better solution 
and the vision of Pacio.  

 

TENDER design paper 

Describes the economic 
and structural design of the 
TENDER economy, as well as 
use cases and the business 
model.   

TENDER white paper 

Technical description of 
the TENDER economy, 
currency design, 
governance.    
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Pacio and technology at the 
protocol level 
Pacio is developing an application platform for the distributed ledger technology (DLT) 

or blockchain era. It will support any application involving transactions such as 

payments, micropayments, IoT (Internet of Things), business applications or TEA (triple 

entry accounting) with immutable counterparty transactions as well as traditional double 

entry accounting, exchanges, social media, etc. by fixing current DLT limitations, mainly 

lack of scalability and high costs. 

The Pacio platform will enable running hundreds of thousands of such applications at 

world scale by providing: 

• unlimited bandwidth for billions of transactions per second 

• zero-cost microtransfers and cheap transactions of other types as defined by 

apps 

• a set of non-volatile cryptocurrencies anchored to real world currencies 

• support for apps of any size from tiny (like sending cents as microdonations) to 

complex (fully integrated supply chain/business processes to financial 

statements) 

Technological overview 

Pacio's work aims to solve the scalability issues of first- and second-generation 

blockchains by means of DHT (distributed hash table) technology, as used by BitTorrent 

and Holochain, combined with so-called local-agent-centric (edge-of-network) private 

chains. Pacio will also support multiple optional private DHTs2 to enable entities to keep 

their data separate and private, if so desired. 

With this approach, each additional node adds capacity, rather than reducing it as 

with first- and second-generation blockchains. Thus, transactional capacity can 

expand to any required value, even up to billions of transactions per second, to cover all 

currently envisaged world needs for business, IoT, IoB (Internet of the Body), data 

                                                        
2 Prediction of outlier ventures: Enterprise adoption needs enterprise chains - https://outlierventures.io/killing-
crypto-outlier-ventures-2019-predictions/  
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storage, and data exchange purposes. Crypto transfers will be free (no fees), making 

microtransactions possible. This will open up many new business opportunities. 

Pacio will extend the platform for business data applications such as triple entry 

accounting (TEA).  

TEA alone can save trillions of dollars per year by reducing opportunities for fraud. The 

other aspects of Pacio, effectively unlimited scalability, free transfers, and application 

hosting ability with an accounting and management focus, will change accounting and 

management in the 21st century to deliver more effective reporting and guidance where 

it matters, in real time as a business operates. The changes will be the most significant 

since Pacioli. 

The diagram on the left shows the 

overlaps. There is the TENDER economy 

which hosts apps (in green) for any entity 

or person in any field. Certain Pacio apps 

will work in this economy as well, such as 

TEA.  

Besides that, Pacio will create an API for 

accounting and other business-related 

applications that might or might not function 

inside the TENDER economy.  

 

Economic overview 

The world economy has entered the age of networks, as exemplified by Amazon, 

Facebook, and Google. They have gained reach and power beyond that of most nation 

states. Such networks, as well as aspiring crypto networks like Bitcoin, Ethereum or EOS, 

want to produce so-called network effects where the value of the network increases with 

every new member, independent of its role, whether it’s buyer, seller, app developer or 

user. However, there is an obvious flaw in existing platforms:  
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Power is centralised and concentrated with one single participant or interest 

group. In Amazon it’s the company itself, in Bitcoin it’s the miners, in EOS it’s the block 

producers. Their incentives might sometimes be in sync with those of the other 

participants, but in most cases, the positive network effects are predominantly 

distributed towards the power holders.  

Pacio believes that an efficient, open and fair economic platform shouldn’t be owned by 

or favour anybody. The platform should be like a protocol. Much like TCP/IP, which is 

free to use, favours no party and where no party receives gains from controlling it, but 

only from using it. Pacio wants to implement its business data and accounting 

environment in such an economy. Since it doesn’t exist yet, Pacio needs to create an 

economy: 

• that benefits those who use it; 

• that has a creator but not an owner; 

• that distributes network effects to all participants;  

• that uses digital currencies for zero/low3 cost transfers  (resp. payments) 

but has no speculative features. 

The plans of Pacio include creating a funding system for applications as part of building 

the ecosystem. The objective is to grow to hundreds of thousands of applications. Part of 

this process will involve NPOs and charities and will provide continuous funding for 

future development. 

The following chapters describe the ecosystem, including its underlying currency, how it 

will be built and how it will differ from current ones. A look at the technical limits and 

design flaws of current crypto economies leads to a proposal for how to create a more 

balanced digital economy.   

                                                        
3 The differentiation is that currency transactions are zero fee, but other data transfers in 
participating applications might have fees. Plus, while users don’t pay for money 
transactions, they still have to pay with energy and bandwidth used by their mobile 
phone or desktop computer.   
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General purpose of the 
economy 
Pacio is creating an economy of applications and users that find it beneficial to use the 

TENDER currency. The economy will serve many applications for different industries or 

interest groups. This could include gaming apps, business apps, accounting apps, social 

media apps, payment/remittance apps, or apps for non-technical enterprises like 

charities or individuals. 

Working in the same economic community, a fair and zero-fee currency is beneficial to 

both the applications and their users4. Benefits increase with network effects. The 

currency works like a platform where different providers (apps) and different customers 

(users) can exchange goods and services for digital money and have an on-and-off 

gateway for fiat. The more applications there are in this economy, the more attractive it 

will be for users to join. The more users, the better the business will be for apps.  

Although Pacio is the creator of the currency and the economy, it doesn’t directly profit 

from the use of both assets. There is no commission to be paid by users. This may be 

counterintuitive from the perspective of the network’s creator in the short run, but Pacio 

firmly believes that digital economies paying the creator fees will be met with user 

resistance, which will hinder adoption. Users accept paying for services they desire, but 

not for the payment protocol.5  

Current digital economies such as Bitcoin and Ethereum charge a fee for every 

transaction, but digital transactions are just data “packets”. They should rather be a 

protocol or transfer layer like TCP/IP. The internet would never have gained universal 

adoption had the inventor of TCP/IP charged a fee for every transferred packet of data.  

                                                        
4 Example of the benefits of an economic network based on a currency: if a user holds Bitcoins for trading and 
now wants to buy a VPN service, it is very likely that she chooses a provider that accepts Bitcoins. This is good 
for the user, for the VPN provider and the network as a whole.   
5 There are other disadvantages: at scale, private networks like IoT will never use a third-party currency if 
transactions cost money. However, the overall economy could profit from the liquidity and velocity and an IoT 
provider could profit from not having to invent a transaction protocol.  
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A truly decentralised system 

Pacio sees tangible benefits from partaking in this economy. But the economy is not 

Pacio’s prime business model. In Pacio’s case, income will come from accounting and 

other business-related applications. While Pacio will be the creator of that network, it will 

not be the owner6. For other application providers and their users to adopt the economy 

as their own, the currency needs to be a common good. The initial system creator must 

find monetisation from other sources if the economy is to flourish beyond being a single-

product service. In the same spirit, the economy needs to govern itself as a truly 

decentralised system, without the creator acting as a middleman or orchestrator. 

The time is right. Holochain provides distributed ledger technology that allows a 

currency to become a protocol like TCP/IP. Current blockchain technology doesn’t and 

can’t offer that. Only with a currency that doesn’t come with high energy costs or high 

capital lockups  can an economy be created that serves those who use it in a fair and 

sustainable manner. Middlemen that maintain the network and want money for their 

efforts and their power are then not needed. Pacio will build on the pioneering work of 

Holochain.  

Despite all the hype about cutting out or bypassing fiat economy banks, Bitcoin, Ether 

and other cryptocurrencies come with similar structures, even if they have different 

names and operate differently. They still have “central banking” with all its inherent 

limitations, albeit defined in software. Regulating and issuing banks are replaced by 

miners, stakers, developers and forkers. 

While Holochain offers distributed, secure and cheap computing, it is the TENDER 

cryptocurrency building on Holochain technology that allows Pacio to create an 

economy that derives its network effects through cooperation. It allows something like 

Amazon, Uber or Airbnb, but in a way where all participants are partners and are equally 

interested in the wellbeing of the network. Today, users of platforms like Amazon or 

Facebook are not bound to them by loyalty, but only by the strength of the market and 

the lack of alternatives. The next iteration of “marketplaces” will be ones that work 

                                                        
6 That makes the economy a beefed up version of a decentralised autonomous organisation (DAO) and creates 
interesting legal questions. Such as who is liable in an economy that has no owner?  
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cooperatively via partnerships and relationships. Because they will offer a better 

experience. The TENDER economy will be one of them.  
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The case against current 
currencies 
First- and second-generation cryptocurrencies (like Bitcoin and Ether) invented the 

technology. That was a great feat. The developers decided to have a 100% trustless 

system. Like every new technology, the trustless network is an experiment. By 2019, it 

has become apparent that this design comes with a high price:  

• transaction fees 

• still a few threatening attack vectors 

• still one central ledger, although decentralised 

• inefficient expensive operation with limited scalability 

• unbalanced incentives leading to unequal power and abuse 

While so-called third generation cryptos (EOS, NEO, etc.) try to improve governance and 

scalability, they still have the above flaws to a greater or lesser extent. Pacio proposes a 

fourth generation: Trustless where needed, trust-based where it is the cheaper and 

safer option, and with no scalability limits. This document is a proposal for this ideal.  

Leaks in existing cryptocurrencies 
“Leaks” are losses due to fees, friction, speculation, volatility or attacks. 

Transaction fees 

Older currencies like Bitcoin and Ether have transaction fees, therefore leaks. The 

recipient receives less than the sender has sent. When network use is low, fees are 

usually low as well. But the fees can cripple the network when bandwidth use (volume of 

transactions) is high7. There are a number of newer currencies that claim to be zero fee 

(such as EOS). However, closer inspection reveals that there are always indirect costs. 

That makes sense: if there is a middleman managing the network, his expenses must be 

                                                        
7 In December 2017, a Bitcoin transaction cost a minimum of $35, even to send just $1 in 
Bitcoin. Even with these high fees for transactions, they took many hours due to network 
congestion.  
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paid. In Bitcoin and Ether it is the miners, in proof of stake coins it is the stake holders. 

These network managers control the price. When usage is high they increase prices, 

holding the users for ransom. Thus, the system is not balanced.   

Developers business model 

In general, crypto users also pay the developers and their investors, depending on what 

business model they opt to choose: an ICO, fees or price appreciation of underlying 

tokens. If providing the network is the only business model, the creator has to profit from 

its use. After an ICO, the project usually holds up to 50% of the tokens, thus immediately 

halving the value for buyers. That is a massive leak.   

Exchange fees 

There is at least one exchange fee that must be paid: from fiat to crypto and then back 

again from crypto to fiat.  

Price appreciation / artificial scarcity  

Many economic systems that are based on assets work with a balance of supply and 

demand. Two of the main uses for such systems are means of transfer and store of 

value8. With store of value, it is in the interest of users that demand always outweighs 

supply: if this is the case, the price of the asset will rise. Participants will take steps 

towards the ideal outcome by either increasing demand or reducing supply. An 

economic system that is primarily used for means of transfer desires a stable asset that 

makes transactions predictable. Network managers will manage the circulation of the 

assets (amount of money) to keep a balance. This distinction makes physical assets such 

as gold or commodities a reasonable means for storing value and fiat money a 

reasonable means of transfer.  

Most cryptocurrencies were designed as means of transfer but are treated as a 

store of value by the network managers. In most cases, the two use cases are 

incompatible. When the store of value users (for instance speculators) have greater 

                                                        
8 in addition to the often theoretically used unit of account 
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power than the transactional users (for instance for remittance), then the system can no 

longer be used efficiently as a means of transfer.  

Take EOS for example: it considers itself a blockchain economy that can be used for 

transactions. While transactions in EOS are “free”, you have to stake currency to access 

the network. The currency staked must correspond with bandwidth (i.e. volume of 

transactions * transaction size). With growing use, more coins need to be staked, 

reducing the circulating supply. When demand keeps up and currency becomes scarce, 

the price rises, which is not in the interest of application users who want stable prices. 

Most crypto currencies suffer from this incompatibly, even if they differ from EOS in the 

details. 

Cost of volatility 

Volatility arises to a great extend from the imbalance of incentives and interests. Bitcoin 

is a good example. Network managers have the incentive for prices to rise so that they 

receive more money for their services. This price expectancy brings in speculators. They 

can benefit from either rising or falling prices. They gain from volatility. This process 

changed the use case for Bitcoin. It started out as money and has now become “gold” or 

a penny stock. Users forced to use Bitcoin as means of transfer, e.g. people in Venezuela, 

would prefer a system with greater stability. 
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How TENDER works 
TENDER has specific features that set it apart from other digital currencies: 

• zero cost (micro)transfers 

• high transaction bandwidth (billions of tps) 

• non-volatility through dynamic supply 

• immediate validation and revocable transfers 

• support of multiple fiat currencies - users work with e.g. TENDER$ or TENDER€ 

• fiat currency gateway  

Evolution of a transaction system 
The TENDER takes the best elements of cryptocurrencies and the best of fiat economies 

to create a digital currency with the above-mentioned features. We will now look at the 

(simplified) model for cryptocurrencies (1). We will further suggest why a currency for 

means of transfer needs dynamic money supply to create stability (2). Then we will show 

the disadvantages of how the traditional fiat system uses these money emissions (3). 

Finally, we will show how TENDER creates a decentralised but trusted economy with 

dynamic supply. (4) 

1 Classic cryptocurrency 

 

The typical cryptocurrency transaction works with a user paying money (1) to an 

exchange for receiving a cryptocurrency (2). The user can then transfer it or maybe 

Figure 1: Bitcoin example - user buys BTC at exchange with US$ and spends it in an app 
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spend it in an app (3). The recipient will at some point send the crypto currency to the 

exchange (4) to receive either another crypto or fiat money in return.  

Typical cryptocurrencies add emissions of new tokens to this otherwise closed loop. The 

purpose of these emissions is not to match supply to demand, but purely to incentivise 

miners/block producers.  

2 Creating stability, reducing volatility, 
preventing speculation 
While speculators don’t directly steal money, it nevertheless leaks from the network. If a 

system is designed as a means of transfer, speculators worsen user experience and 

spread distrust. TENDER will be a transactional network with a stable currency and 

no speculative element.  

TENDER counters speculation with dynamic money supply where change in demand is 

mirrored by a change of the amount of money in circulation. 

The TENDER system achieves stability by keeping the right amount of money in 

circulation to meet current demand. 
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3 Fiat economies 
While with most cryptocurrencies, all or most of the tokens are emitted at the beginning 

or in the early phases, traditional fiat economies work with a dynamic money supply. 

They react to demand and supply with inflation or deflation.  

However, a centralised point of control often has different objectives than the parties 

operating in the economy. For example, central banks usually have an inflation target, 

not zero inflation, and thus create more money than is really needed, thereby devaluing 

the currency. Crypto economies were originally invented to bypass central banking and 

such forms of centralised control.  

The diagram above shows what having a central bank looks like in a crypto economy. 

The central bank would hold all the wealth. This would lead to an asymmetric power 

balance.  

4 TENDER economy 
Pacio’s digital economy combines dynamic money supply to keep the currency stable 

with crypto’s invention of circulation without a central bank. The question becomes, how 

can you replace a central bank and still have emissions as are required for a growing, 

dynamic system. To whom should the emitted money go and who controls it?  

Figure 2: Traditional economy - central banks control money supply 
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The Pacio solution is that the emissions themselves are done through TENDER code to 

receiving parties that are trusted by the whole system. We propose that the 

enterprises whose applications use TENDER will have the greatest trust in the 

system (more details below). They receive the newly minted TENDER (0). The apps 

can then sell their TENDERs on an exchange or directly to the user (1).  

  

This model raises a few additional questions: Who can qualify for receiving newly minted 

TENDER? Who controls the selection of the recipients? Who governs the money supply? 

How can you ensure that currency is not devalued when emitting new money? And how 

can all this be achieved in a decentralised way?  

Figure 3: TENDER system adds dynamic emission into the circulation 
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TENDER emission is a loan 

Emitting TENDER is a means of creating liquidity. Without emission, the network can’t be 

used. In theory, the system could airdrop TENDER as a gift to certain or all participants. 

However, a gift devalues the currency, which is contrary to the objective of achieving 

stable value. The Pacio solution is: newly minted TENDER are emitted as a loan to 

application developers9 at zero interest. That works to everyone’s benefit by building 

the economy. There will be no shortage of applicants! To keep the queue orderly and to 

avoid spamming, the proposed solution is to make having a business plan and paying a 

small application fee mandatory. Funding loans will then be made according to a rating 

and governance system described below. 

In the starting phase of the TENDER economy, there will not be much value behind the 

loans since the recipients may not yet have buyers for their TENDER. However, as demand 

for services is created the currency will accrue value in relation to fiat currencies or other 

cryptos. With enough demand, the currency will become as valuable as its equivalent fiat 

dollars or euros.  

The loan will be paid back to the system through an inbuilt automatic deduction of a 

small percentage of TENDER that will go to the loan recipient, starting after a set period of 

time, e.g. two years, as specified in the business plan. The recipient can also pay the loan 

back faster if desired. Once a loan has been repaid, an applicant can apply for further 

funding for upgrading, if needed. Alternatively, a developer could submit another 

application for a new app. 

With no bank to pay loans back to, loan repayments will be eliminated. This 

reduces the circulation of the currency and will be balanced by new emissions in a stable 

closed loop.   

 Consensus 

With Bitcoin, the counterweights of miner and user interests prevent anarchy and 

provide automatic governance, whereas a purely peer-to-peer monetary system such as 

                                                        
9 The term “application developer” means the entity creating an application and not 
individual programmers. Application most likely, but not exclusively, means a software 
product. Application could also mean a donation collecting mechanism for a charity. 
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the TENDER would be subject to attack without a specific governance system. To meet 

the overall TENDER economy objective of being fair to all participants, the governance or 

consensus system cannot have any conflicts of interest.  

Pacio takes the trustful part of the real world and transfers it to the system. The economy 

uses two layers of trust: 

• Governance is executed by the parties that have the greatest interest in a 

functioning network. 

• The system allows direct (fiat) money transfers between parties that trust 

each other. Example: a fan donates to her favourite YouTuber.  

With this system, we can support trustful relations.   

With Bitcoin and other blockchains, protection from attacks is created through the fact 

that attacks are very expensive and that those who could perform attacks most easily 

have a financial incentive not to do so. However, this makes the whole system expensive, 

whereas the Pacio objective is low costs with superior performance. Thus, Pacio takes 

the “expensive” variable out of the game and replaces it with indirect incentives for users 

to take care of the system, combined with penalties up to exclusion for anyone who acts 

maliciously. 

Governance – deciding about emissions 

Given the strong incentives for attackers, an automatic algorithm to control the dynamic 

money supply for a non-volatile currency would be exposed to attacks. Thus, Pacio has 

opted for manual control by users who are incentivised to maintain system stability. This 

form of governance is less predictable for potential attackers and thus less susceptible to 

manipulation. It is also adaptive to unknown risks and new challenges which might arise. 

This decision means that the economy needs a governing body, but one where the 

parties comprising it have an interest in a stable transfer economy with a liquid currency 

- “The dollar shall go round and round and never stop”. It is Pacio’s assumption that 

economic enterprises which have a stake in the economy via deployed apps will have 

the greatest interest in such a system as stability, security and longevity are among the 

best features they can offer to attract and retain customers. 
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Thus, in the TENDER economy, the governing body consists of application developers or 

entrepreneurs who participate in the economy, one nominated entity per app, with a 

finite number of members at a time. As numbers grow, a delegation system will be 

introduced to keep the economy manageable. If the interested number of eligible 

developers is higher than the available positions, members could rotate by poll. 

Example for emission policy:  

The price of the TENDER rises. Council members can vote to increase the money supply. 

When the price stabilises, they can vote to pause new emissions or reduce (destroy or 

burn) the increased supply or part of it as is deemed appropriate.   

The result: This approach of governance by application developers creates stability, 

which is in the interest of all participants of the network. This is better than in fiat 

economies where “stability” is controlled by central banks which can have different 

incentives than the users of the currency.  

TENDER funding mechanism – who qualifies for receiving emissions 

Companies that create applications, goods and services have the biggest incentive for a 

stable and thriving economy. That makes them the most trusted parties and qualifies 

them to receive TENDER emissions. Since the emissions are a loan, it comes as no 

surprise that the TENDER economy emits newly minted money to those enterprises that 

are in need of a loan. For instance, to fund further development.  

The TENDER combines the funding incentive with the process of dynamic money supply. 

Newly emitted TENDER are distributed to economy enterprises who applied for (further) 

funding up to the point when their funding application is met.  

Example of process 

In the very beginning, Pacio will be the only party in the governing body. Thanks to 100% 

voting power, it can vote other projects/companies into the governance. These “other” 

projects apply for funding with a business plan which specifies the required sum, how it 

will be spent, what the business model is, where the users will come from, and the period 

before repayments start. The plan is used to decide whether the economy will benefit 

from the applicant’s business.  
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The governing members rate the applications. According to the rating, they are queued 

for funding. If they get no rating, they are on the bottom of the queue and will probably 

never receive funding. Newly funded enterprises get a seat on the governing body, 

diluting voting power and making the process more democratic.  

Restricting governance to enterprises who previously applied for funding has an elegant 

side effect. It strengthens their loyalty to the economy and further increases their 

incentive to protect and support it.  

Paying back the loan, participating in governance and positive behaviour increase 

the likelihood of being granted funding in the future since funding is granted when a 

project seems beneficial to the economy. What company would ever forgo a zero-

interest loan?  

Emission process 

When TENDER are emitted, they are distributed to applications that had previously 

applied for funding and had been approved. The emission mechanism depends on a 

variety of quantitative factors, such as the app’s ratings by the governing members, the 

emission rate, and the number of apps. When their funding request in TENDER is met, the 

next app in line receives emitted TENDER.   



   
 

   
TENDER Economy Design Paper v1.1                                                                                                        21 

T
EN

D
ER E

CO
N

O
M

Y D
ESIG

N
 P

A
PER V1.1 

Technical features of the TENDER 
currency 

Network managers without financial gains 
DHT technology as used by Holochain is called agent-centric. Blockchain, e.g. Bitcoin, 

on the other hand are data centric. With Bitcoin, the network revolves around a single 

ledger that stores all the data, even though the data is stored in a distributed or 

replicated manner, with users interacting with it. In the TENDER economy, every user 

maintains their own data and interacts directly with other users.   

 

Figure 4: Transactions in data centric networks  

 

Example of an agent-centric cryptocurrency: When Alice transfers TENDER to Bob, both of 

them validate and countersign their common transaction. Bob will then check Alice’s 

transaction history to make sure the asset is not counterfeit. Then the transaction is 

published on the DHT, where all nodes that store it validate the transaction while 

ensuring network integrity at the same time.  
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5: example of a agent-centric transaction system 

 

Holochain runs on user nodes. It is lightweight with every user acting as node, miner 

and staker at the same time. It can easily run on a mobile phone. This is possible 

because the node only stores its own transactions and a copy of some other users’ 

transactions. Another system that uses this approach is BitTorrent. There are no network 

managers that need to be incentivised just to provide upkeep. The incentive for users is 

to use the system.  

However, there is no such thing as a free lunch. The network still needs upkeep in the 

form of bandwidth and file storage. Those costs are accrued at the point of each user, 

the node. Since a node doesn’t have to maintain the complete ledger like blockchains 

do, the cost of maintenance is a mere fraction of that of blockchains.  

This system is even more elegant on closer inspection, as nearly all phones and desktop 

computers have idle capacity. Users with flat-rate bandwidth who charge their mobile 

phone daily will hardly ever have to pay anything extra for maintaining their node and 

thus the network. 
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TENDER'S answer to attack vectors 
A main concern when designing a currency is to make it secure against a variety of 

attacks. The blockchain realm speaks mostly of the infamous 51% attack – the ledger of 

Bitcoin for instance can be manipulated by a user who controls 50% plus 1 node10. 

However, as we see below, there are design flaws that have already destroyed user trust 

in most cryptocurrencies without involving a direct attack. Let’s take a look at how the 

TENDER deals with some of the attack vectors and avoids design flaws: 

Securing the system against 51% attacks 

In contrast to single ledger blockchains, where one global consensus is achieved 

expensively and inefficiently by a group of middlemen (miners, stakeholders or other 

arbitrators), Pacio consensus is distributed, achieved asynchronously by the involved or 

interested parties – the users themselves.  

Because the number of nodes grows with each user, it becomes increasingly difficult to 

achieve a majority. But even that would not necessarily compromise the network: if e.g. 

51% of the nodes run a manipulated protocol, the worst that would happen would be 

the equivalent of a fork. The bad nodes would not be able to prove the validity of their 

transactions to the rest of the network. Each node can decide for itself what is right or 

wrong. Once it notices misbehaviour among its neighbours, it notifies the network about 

the breach and cuts connections to the malicious node (more on that in the technical 

specifications).  

This would result in the network being segmented into two different parts by validation 

rules, i.e. a fork would occur. Both sets of nodes could recover missing data from other 

local nodes within their networks. Thus, all the work of organising an attack would not 

permit double spending, rendering an attack pointless.  

Solving scale/spam attacks 

The “cheapest” way to bring Bitcoin and Ether to a standstill is by spamming them with 

transactions. An attacker sends thousands of small transactions at the same time with 

                                                        
10 A special version of 51% attack is “selfish mining”, a problem in proof-of-work coins where miners can 
control the network when holding a majority of computing power. Bitcoin is quite close to this scenario. 
Science paper: https://arxiv.org/pdf/1901.04620.pdf 
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high transaction fees. This guarantees that only these transactions are processed, 

bringing the network to a grinding halt. This approach is still costly, but way cheaper 

than a 51% attack. It is the DDOS attack of cryptocurrencies. This vector only exists 

because of a single ledger, with every node validating every transaction and the 

resulting abysmal transaction speed of blockchains. Lightning for Bitcoin and Ethereum 

2.0 will make this attack more expensive and thus less likely, but the general problem 

remains unsolved.  

Due to the architecture of Holochain, such scale attacks wouldn’t be successful since the 

network scales organically with its nodes. A spamming attack would only slow the 

transaction speed from the attacker to the recipient, but not the whole network. 

 

Multicurrency use 
Having one digital currency – the TENDER – comes with one disadvantage: it doesn’t 

really appeal to humans who are used to thinking in their national currency. For a good 

user experience, it is desirable to show transactions in the user’s chosen currency. This 

could be handled easily by using TENDER internally and showing the respective amount 

of local currency in apps. However, this creates another problem: TENDER would then 

be attached to one currency, probably the US$. If the local currency is volatile versus the 

US$, then that volatility would be imported into the TENDER economy, violating the 

objective of achieving stability. For instance, a Russian user might exchange 10 roubles 

today but have a balance of 9.5 roubles tomorrow and 10.5 roubles the day after due to 

fiat volatility.  

The Pacio solution is to use multiple digital currencies in the economy to mirror the 

national fiat currencies required by app developers. Initially, there will be TENDER$ and 

TENDER€, with additional currencies to be added via a governance vote when the 

market (one or more developers) calls for it.  

This segmentation is desirable from a user perspective but comes with a set of 

challenges for the economy:  
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New currencies 

To avoid adding new currencies which might see little use, a poll that would create a 

new currency would require a 2/3rd majority to pass. 

Funding 

The economy’s funding process would be done in the various existing currencies. An 

enterprise would submit their funding request in the currency of their choice. There 

would still be only one rating process. The funding queue would then consist of different 

currency projects. Emission has to take care of that. 

Emission policy 

The funding currency nominated for an app is likely to be the currency of the app’s main 

market, but naturally that can’t be guaranteed. Thus, some loan repayments could be in 

a different TENDER currency than that of the funding via emissions, resulting in the need 

for an internal process to make occasional adjustments by swapping currencies. A swap 

is different from an exchange. In an exchange, ownership changes. In a swap, one 

currency is destroyed, while the equivalent value is created in another currency.  

Since swaps deal with real fiat currency values, they can’t safely be executed by an 

automated process. The fiat exchange rates to be used would need to come from a 

third-party source, which opens an attack vector to which there is little defence (see also 

the next section on exchanges).  The solution for these occasional 

adjustment/management swaps is to use voting via the governing body. These would be 

an incentive for voters, not financially since there is no fee, but in terms of power. 

Participating in swap voting adds to the reputation rating that translates into voting 

power.  

Exchange 

An exchange where holders can change one TENDER currency for another is required. 

Example: a US YouTuber receives microdonations in TENDER$, TENDER€ and TENDER-

Rouble. While he can easily sell TENDER$ via Stripe or PayPal, he can’t do so with 

foreign currencies. So an exchange is needed. This service should be provided as an 
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app charging third-party fees for the economy or through apps deployed by those 

whose business it is to run exchanges and cope with the liquidity, arbitrage, and risk 

issues involved. Doing that is not a core part of Pacio’s role. It will be relatively easy for 

an existing exchange operator to add a TENDER interface to their system via a TENDER 

app. 

 

 

 


